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Executive Summary
This deliverable describes the implementation of the basic principles and responsibilities which come
from European Commission regulations on research ethics. It provides a description of the ethics review
process and outlines the guidelines and ethical responsibilities that governed the conduct of S-HELP
researchers. It describes procedures used for the assessment of needs for ethical issues migration, tools
and methodologies which informed ethics management, and activities engaged in during solution
development and testing phases.
The purpose of the report is to describe how the consortium integrated the project’s work with ethical
issues, and S-HELP’s approach to addressing ethical aspects of the final project phases which included
more direct engagement with practitioner-user groups. Here, we mainly consider the design,
development, facilitation, and conduct of training sessions and scenario-based simulations that were
performed to validate the solution and tool-set. The S-HELP project has taken the following measures,
documented in this report, to ensure compliance with European ethical guidelines:
1. Continuous ethical review of project activities by a project Ethics Manager
2. Official authorizations for the conduct of research from relevant university, regional, or national
Ethical Review Boards
3. Distribution of the European Commission’s Ethical Guidelines and issuing of project-specific
guidance and S-HELP research, code of conduct guidelines and adherence to ethical values
4. Assignment of an internal Ethics Manager with duties to regularly oversee consortium activities
and to educate consortium members on ethical issues
5. Appointment of external Ethics Manager to review the ethics by design approach
6. Implementation of Ethics by Design approach
Through implementation and completion of these ethical management procedures, the project team was
able to reach milestone D5.5, which is a requirement prior to the completion of the project.
Timeline:
The following figure illustrates the Ethics Milestones achieved in this project:

This document, being Deliverable 5.5, represents Milestone 5 on this timeline.
Impacts:
Impacts are described in the Impact Slide on the following slide. The Ethics deliverable, however, is
notable for its influence on almost every deliverable in the project.
WP Inter-linkages
This Deliverable in WP5 interlinks with almost every other deliverable, but in particular it influences
the ethical management of the deliverables in WP2, WP3 and WP4. These are detailed in the impact
slide.
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Dissemination
The main dissemination activities were the three simulated scenarios and the final event. The ethical
approach to design was reflected in the evaluation activities at the scenarios.
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1. Introduction
The development and utilisation of new information and communication technologies presents
opportunities and risks which bring ethical issues to the forefront. Any attempt to detail the potential
consequences to individuals, organizations, and society as a result of the use of these technologies is
difficult to project, but necessary for the advancement of research and practice. The opportunities that
new technologies present in the area of crisis and disaster management have the potential to support the
mobilisation and coordination of stakeholders in a manner that enhances the ability of governments to
respond to hazards and threats. S-HELP has sought to advance the industry with the development of a
decision support system and tools to increase the interoperability of responding agencies, and enhance
their ability for ethical decision making at the strategic level. This approach seeks to increase the extent
to which the solution will impact response throughout the organisational hierarchy, to local response
units carrying out tactical operations. Furthermore, the solution has been designed to also engage with
the public in the communication of risk and hazards to ensure that solution supports community
resilience. While it is very easy to focus on the opportunities associated with the development of new
technologies, it is vitally important to consider and communicate measures which are taken to ensure
that its development and use occur in an ethical manner.
The ethical principles which form the basis for the ethics review and ethics audit in the European
Security Research Programme are derived from the core principles of the European Union supported
by directives such as Declaration of Fundamental Rights. In broad terms, these principles are concerned
with respect for integrity and dignity of humans and the assertion for the fundamental right of humans
not to be, in any way, harmed through research activities. It provides an assertion that individuals
involved with research have the right to be fully informed and aware of any potential dangers associated
with research that is involved.
The Ethics Review Report provides an accounting of measures and approaches used during the duration
of the S-HELP project to adhere to compliance with Clause 15 of the European Commission FP7 grant
agreement. It provides an ethical review of research carried out under the project to ensure full
compliance with requirements identified in the initial S-HELP Ethics Management deliverable
document (D1.3). The duties of ethics management and implementation of said activities were carried
out during the project by and Ethics Review Committee comprising: The Project Coordinator, the
Quality Manager, the internal Ethics Manager, representatives from the consortium work packages and
the external Ethics Advisor. This document describes the execution of tasks identified during the ethical
review and implementation of the project code of ethics including the ethics-by-design methodological
approach employed during all phases of software design and development.
The project has employed a fully comprehensive ethics management program which has incorporated
national, European Union, and international standards for ethical research and professional practice.
This includes adoption and adherence to the European Commission Responsible Research and
Innovation guidance, FP7 model grant agreement clause 15, and ISO standard for software
development. The S-HELP Ethics Code of Conduct includes guidelines and procedures for consortium
members to follow in the adoption of these standards and information on the channels for pursuit of
ethical approval for research and development activities.
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Purpose of the report

The purpose of this document is to report on ethics management carried out during the duration of the
S-HELP project. It provides the implementation of the initial ethical review and project code of ethics,
creation of the S-HELP ethical framework and subsequent ethical reviews. According to the European
Commission the conduct of the ethical review assures that funded research project is compliant with
the highest ethical standards to facilitate research excellence in FP7 programme projects. The legal basis
for the review articulated in Decision N ͦ1982/2006/EC, Article 6 mandates that all research activities
carried out under the Seventh Framework Programme shall be carried out in compliance with
fundamental ethical principles. This report describes the administrative and methodological approach
used in the implementation of ethics management during the S-HELP project for compliance with
applicable international, EU, and national law.

1.1.1.

Scope

As a condition for participation in the FP7 programme, the project is required to provide a reporting of
ethics management carried out during the duration of the funded project. The S-HELP description of
work and initial Ethical Review deliverable documents provided a level of awareness of the ethical
aspects and social impact of the research proposed during the project and adherence to FP7 ethical
standards. The appropriate European Directives were applied to ethical and quality control management
activities including the development of a project Code of Ethics guidance document provided to
consortium members. Due to the nature of the research conducted during the project, various means of
ensuring ethics were implemented, which included: implementation of informed consent in research
activities; application of the ethics-by-design methodology; development of data protection and use
guidance; and procedural processes for evaluation of research activities, findings, and communication
to the scientific community. The project did not undertake activities which involved children, animal
testing, human medical testing, or engagement with developing countries, and consequently the
methodology employed during the ethical review is consistent with European Commission and FP7
Programme guidance for the scale and scope of research conducted. The appointment of internal and
external ethics personnel was ascribed as a mechanism of ensuring that ethical issues would be managed
through procedures and guidelines from the beginning of S-HELP. The scope of these activities
included seeking ethical approval for research activities, integration of ethics in the software design,
prescription of an ethical code of conduct, and articulation of guidance for ethical decision making for
public health disasters. Additionally, project management activities were intended to ensure appropriate
oversight of ethics in the completion of work packages, in engagement with stakeholder groups, and in
the handling of personal and organisational data.
1.1.2.

Methodology

The S-HELP development team adopted an ethics by design approach to the construction,
implementation and testing of the DSS tools and the overall integration effort. In addition, a literature
review and EU project analysis was conducted to obtain insight on ethical issues with DSS development
and use for emergency management activities. The purpose of the review was to identify approaches
and concepts associated with ethical decision making during crisis. The CATWOE methodology was
used as a base methodology to identify the ethical requirements of the project and to develop the ethicsby-design approach. The CATWOE approach, first proposed by Checkland (1981) was also used for
the analysis of the S-HELP system in terms adherence to the ethical values espoused in the S-HELP
ethical framework.
This project has received funding from the European Union’s Seventh Framework Programme
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Summary Box
Scope

WP1 to WP7.

Methodology

CATWOE, Ethics by Design, Ethics Surveys.

Limitations

Further work could be done to enhance the system and the methodology to ensure
ethics framework compliance. These future steps are enumerated in the
conclusions.

Strengths

Ethics managed as an integral part of each work package and affected deliverable.
Figure 1-1 D 5.5 S-HELP approach to Ethics

This document has been structured to present a discussion of ethics management during the course of
the project lifecycle. Section 2 provides an overview of the ethical consideration which impacted project
activities and section 3 outlines the mitigation activities carried out during the project duration to
address these considerations. Section 4 provides a discussion of the S-HELP ethics by design approach.
Software development activities related to ethics by design are described in Section 5 and a preliminary
ethical review of the S-HELP project is presented. Section 6 provides the result of the first-post
integration ethical review. Section 7 provides an overview of the ethical considerations for the S-HELP
evaluation scenarios and tool-set. Section 8 provides an overview of a post-evaluation survey which
sought to evaluate, using a survey instrument, the S-HELP DSS from the perspective of emergency
management practitioners. Section 9 reviews the ethical compliance of the S-HELP research in light of
informed consent requirements and addressing privacy and data protection requirements. The final
section provides conclusions and post implementation recommendations, conclusion and lessonslearned.

2. Overview of S-HELP Project
The central aim of the S-HELP project is to develop and deliver a holistic framed approach to healthcare
preparedness, response and recovery. S-HELP is a people, process and technological solution to
emergency situations.
More precisely, it aims at:






Defining an interoperability standard to enable communication and coordination across
different geographical areas and cultural settings
Facilitating a collaborative end-user and supporting partner driven solution to meet the needs
of different users from 4 countries in Europe and beyond.
Defining and applying an interoperability standard for multiple agencies jointly responding to
a disaster.
Advancing the design and application of current available solutions, to improve preparedness,
response and recovery in emergency situations.
Delivering decision supporting tools for emergency preparedness, response and recovery,
tested, evaluated and enhanced through quality, end-user designed emergency scenarios

This project has received funding from the European Union’s Seventh Framework Programme
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The S-HELP Decision Support System (DSS) brings major benefits to emergency healthcare
management, from learning and preparing for emergency incidents and analyzing threats, to post
evaluation, reporting and logistics management. It provides a unique mechanism to assist stakeholders
and end-users to work together for co-ordinated, effective, evidence based decisions at all stages of
emergency management (EM). It therefore plays an essential role in the response to emergency
situations that in many cases have negative impact on human‘s health.
The S-HELP project sought to create a user-centered decision support platform that supports decision
makers across all levels of the emergency management lifecycle. Given the complexity and lack of
standardisation between tools, providing a turnkey system that still manages to integrate with legacy
systems provides a significant integration challenge. To address these challenges, the S-HELP
development team have created a platform and tool set that meet the needs of emergency managers
whilst also acknowledging the use of legacy systems. The system incorporates a taxonomic database of
emergency management terminology, a relational database to facilitate situation management and
spatial database. The system also provides a number of decision support tools which are outline in Table
2-1.

Module

Functionality

Situation Module

Allows the user to create new situations and provides
convenient access to all current and historical
situations and incidents

Situation Log

Provides information manager with capabilities to
record situation updates and send updates to the
information management boards

Recognised Current Situation

Provides information management capabilities and
situational awareness to strategic level decision
makers. A collaborative workspace which can be
shared and edited remotely by multiple participants

Aims & Key Issues

Provides a means to create and present strategic aims,
priorities, and key issues for the current disaster

Casualty Module

Provides casualty managers with a template to record
casualty-related data. The template can be modified
based on incident type

Action Module

Create time-sensitive actions and use S-HELP
taxonomy to assign action to appropriate response
agency

Data & Reporting

Data visualisation module which provides capabilities
to import and display data from external sources e.g.
hospital census data, inventory

GIS Module (Geographic Information System)

INSPIRE compliant spatial database and planning
functionality. Provides relevant data sets and plotting
capabilities based on current situation

KMS Module (Knowledge Management System)

Provides an organisational knowledge repository to
store and surface relevant knowledge assets based on
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the current recognised situation. Based on the
OpenKM platform
LMS Module (Learning Management System)

A cloud-based learning management system to
manage and deliver training resources. Leverages
Moodle and Compod services

Social Module

Observe incident-related content in real time on social
media platform Twitter. Trending topics are
illustrated on map. System also provides the ability to
manage and display content from trusted Twitter users

Weather Module

Provide real time weather updates based on location
of the current situation. Provides information about
temperature, wind direction and air pressure

Crisis Communication Tool

Compose and disseminate alerts quickly and easily to
social media and the public

Reporting Generator

Quickly convert and export Information Management
screens so that they can be distributed with
stakeholders

Wiki

Wiki incorporating the Taxonomy for the Strategic
Context of Disaster Management
Table 2-1 Overview of S-HELP Tools comprising the Decision Support System

2.1.

S-HELP Consortium

The S-HELP consortium is comprised of eight partners, three of which are end-users. The consortium
is a diverse group involved in incident command systems, emergency medicine, learning, IS security,
decision-making and DSS, knowledge management, taxonomy, psychology, data modelling and whatif analysts in healthcare environments and, risk communication, software and mobile developers, public
Health Service end-users, entrepreneurs, regulators, practitioners, volunteer groups and social media
experts from across Europe and beyond. The nine partners were supported by a Scientific Advisory
Board.
S-HELP uses a seven-stage methodological framework (Figure 2-1) consisting of one project
management work package (WP1) and six targeted work packages (WP2-7). Seamless inter-linkages
with all work packages promotes the effective transfer, sharing and exchange of information during the
whole project. This has ensured that the outputs of the various work packages are incorporated at
appropriate stages throughout the lifetime of the project.
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Figure 2-1 S-HELP Work Package Intergration

3. Ethical Considerations
Ethical disaster management is not a topic widely discussed in the disaster management literature
reviewed for this report. Geale (2012) conducted a review of ethical questions which arise in and after
a disaster. This research found that the virtues, and ethical considerations for disaster response include:
prudence, courage, justice, stewardship, vigilance, resilience, self-effacing charity, and communication.
“Because disasters pose unique and unusual problems and place people in unfamiliar situations, ethical
issues often come to the front of the management of such diverse and constantly changing situations
(pg. 447).” These concepts of ethics and behaviour in decision making has direct societal implications
which will advance disaster management in practice and scholarship where life safety choices prompt
ethical dilemmas and “may involve choices between equally undesirable later motives or conflicted
moral codes”. Challenges associated with rationing care (both medical and food/water) and ensuring
the safety and security of victims of a disaster, present a range of ethical considerations that must be
accounted for by decision makers. From the allocation of funds, to the distribution of food and medical
treatment, the rights of individuals to receive equal treatment is paramount. Gaele also found that ethics
associated with disaster research poses unique problems where the researcher makes the determination
of how to balance the need for research with ethical obligations of respect and protection of research
participants. Research for this domain comes with a clear recommendation that it is contextual,
culturally, and regionally appropriate, especially when taking into the account of the vulnerabilities
associated with impacted groups. There is recognized agreement for the need for disaster research and
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equal level of agreements for such research to undergo the same rigorous ethical test which guide other
types of research.
The ethical considerations implicit in the S-HELP project incorporate ethical issues pertaining to the
conduct of researchers in the gathering and analysis of data, software design principles adopted in the
development of the S-HELP decision support tool, and ethics pertaining to decision making in public
health emergencies.
In recent years there has been a renewed emphasis on the ethical issues involved in the
operationalization and impact of EU-funded research. A 2010 report from the European Commission
Services entitled “Towards a Responsible Research and Innovation in the Information and
Communication Technologies and Security Technologies Field” puts forward a compelling argument
for addressing issues of privacy and data protection in research. Moreover, the report provides a working
definition for Responsible Research and Innovation:
“Responsible Research and Innovation is a transparent, interactive process by which societal
actors and innovator’s become mutually responsive to each other with a view on the (ethical)
acceptability, sustainability and societal desirability of the innovation processes and its
marketable products (in order to allow a proper embedding of scientific and technological
advances in our society)” 1
The European Group on Ethics (EGE) in Science and New Technology also make a number of
recommendations and opinions which are deemed relevant to the S-HELP project in particular:



Opinion No 13 – Ethical issues of healthcare in the information society
Opinion No 26 – Ethics of Information and Communication Technologies

Opinion No 13 encompasses the ethical implications of the use of person identifiable personal health
data and “does not specifically consider “the use of non identifiable personal health data”2. Given that
the integrated S-HELP toolkit does no incorporate the storage of identifiable data this opinion did not
impact the S-HELP study. The provision of a “Public Health Passenger Locator Application” is outlined
in Deliverable 4.8 (Mobile Application) but this tool was designed as a proof of concept and not used
during the S-HELP scenario evaluations.
Opinion No 26 emphasise the following principles which informed the ethical principle adopted by the
S-HELP consortium and embedded in the S-HELP DSS:




Human dignity: The Charter of Fundamental Rights of the European Union states that ‘Human
dignity is inviolable. It must be respected and protected’ (Article 1);
Respect of freedom which secures, inter alia, the right to uncensored communication and
agency in the digital era;
Respect for democracy, citizenship and participation which includes, inter alia, protection
against unjustified exclusion and protection against unlawful discrimination;

1 ‘Towards Responsible Research and Innovation in the Information and Communication Technologies and
Security Technologies Fields’. Available at http://ec.europa.eu/research/sciencesociety/document_library/pdf_06/mep-rapport-2011_en.pdf (Accessed May 30, 2014). Pg. 9.
2

The European Group on Ethics in Science and New Technologies (EGE), Opinion No.13 Ethical Issues Of
Healthcare In The Information Society. http://ec.europa.eu/archives/bepa/european-groupethics/docs/avis13_en.pdf (Accessed May 30, 2014)
This project has received funding from the European Union’s Seventh Framework Programme
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Respect of privacy which secures, inter alia, the personal private sphere against unjustified
interventions;
Respect of autonomy and informed consent which secures, inter alia, the right to information
and consent to the use of data or actions that are based on the data-processing;
Justice which secures, inter alia, the equal access to ICT, and a fair sharing of its benefits;
Solidarity among European citizens aims, inter alia, at the inclusion of everyone who wishes
to participate in ICT, but also aims to secure the social inclusion of those who, for example,
either cannot participate in online practices or wish to maintain alternative social interactions3

Opinion No. 28 advocates the use of “Privacy by Design” in respect of the right to privacy and data
protection. The adoption of an ethics by design approach in the design of the S-HELP DSS in addition
to strict policies governing informed consent ensures these recommendations were upheld throughout
the S-HELP research process.
FP7 model grant agreements are based on adherence to a number of special clauses. In particular Clause
15 states:
15. Ethical Review
1. The beneficiary(ies) shall provide the Commission with a written confirmation that it has
received (a) favourable opinion(s) of the relevant ethics committee(s) and, if applicable, the
regulatory approval(s) of the competent national or local authority(ies) in the country in which the
research is to be carried out before beginning any Commission approved research requiring such
opinions or approvals. The copy of the official approval from the relevant national or local ethics
committees must also be provided to the Commission.
2. The beneficiary(ies) shall ensure that, where an ethical review has been carried out by the
Commission, the research carried out under the project fully complies with the following additional
requirements resulting from the ethical review.
In respect of the S-HELP project these terms are manifest in the S-HELP Ethics Code of Conduct
(Section 3) whereby all researchers must seek approval from the relevant ethics body where required.
Legal issues are often connected to ethical issues. For example, transparency or data protection are
ethical values but in many countries, there are legal regulations that decisions taken must be transparent
and personal data must be protected. While legal aspects are different, countries and ethical values are
more general and often include legal aspects. Thus, the focus will be put on the ethical aspects
subsuming legal aspects implicitly.
Humanitarian principles are also connected to ethical aspects. According to the United Nations (UN)
General Assembly Resolution 46/182 (19 December 1991), humanitarian assistance must be provided
in accordance with the principles of humanity, neutrality, and impartiality as discussed below.
Adherence to these principles reflects a measure of accountability of the humanitarian community.
Similar to legal aspects, the humanitarian principles can also be subsumed by the ethical values listed
above.

3

The European Group on Ethics in Science and New Technologies (EGE), The European Group on Ethics in
Science and New Technologies (EGE) Opinion No. 26, Ethics of information and communication technologies.
http://bookshop.europa.eu/en/ethics-of-information-and-communication-technologies-pbNJAJ12026/
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Humanity means that human suffering must be addressed wherever it is found with a particular
attention to the most vulnerable groups in the population such as children, women, and the
elderly. The dignity and rights of all victims must be respected and protected. With regards to
S-HELP, this means that the DSS should help detect and become aware where people are
suffering and find solutions how to help them. A relation to the ethical value responsiveness
can be seen here.
Neutrality means that humanitarian assistance must be provided without engaging in hostilities
or taking sides in controversies of a political, religious, or ideological nature. This principle is
related to the ethical value justice and fairness.
Impartiality means that humanitarian assistance must be provided without discriminating as to
ethnic origin, gender, nationality, political opinions, race, or religion. Relief of the suffering
must be solely guided by needs and priority must be given to the most urgent cases of distress.
This principle is related to the ethical value justice and fairness.

In addition to the adhering to ethical principles that govern the conduct of researchers, the S-HELP
team wanted to ensure that ethical principles and values are embedded in the design of the S-HELP
DSS. Computer ethics is a specialised applied field of ethics dealing with the use and impact of
computer technology. James Moor (1985) was one of the first to identify a policy vacuum with regard
to ethical rules in the field of computing. He attempted to reduce conceptual ambiguity through the
formulation of policies for the use of computer technology, and ethical justification of such policies.
Following Moor (ibid), Gotterbarn (1999) proposes incorporating ethics in the development process, so
that ethical considerations are embedded in software design.
Adopting an ethics-by-design methodological approach throughout the project aimed to inform the
development (WP4) and training (WP5) in a way that these work packages can take over ethical
principles for their design. Both development and training consist of a technical and conceptual
approach. The development of the S-HELP decision support system also includes considerations for its
usage. The training approach is also based on a technical basis used for conducting the training. The
ethics-by-design approach informs a technical system and a procedure how to deal with a system. In
order to bridge the ethical requirements with software development and training procedures, an impact
analysis was performed. This analysis (Section 5) investigated which ethical impact (in terms of the
ethical values) the system and training design has on the stakeholders (e.g., end-users, people affected).
In addition to adopting an “ethics by design” approach S-HELP adopts the relevant ISO standard for
software development in particular with regard to the ethical considerations of software design and use.
Moreover, all S-HELP work packages involving software development sought to adhere to the Software
Engineering Code of Ethics and Professional Practice4. The ISO 27000 series of standards incorporate
best practice with regard to information security and were distributed to the S-HELP partners, along
with the ethics code of conduct on the 24th of June 2014.

4 ‘Association for Computing Machinery and IEEE Computer Society Software Engineering Code of Ethics’.
Available at http://www.acm.org/about/se-code (Accessed February 6, 2014).
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4. Ethics Management
To operationalise the ethics management approach, the S-HELP management structure incorporates an
ethics review committee comprised of internal ethics manager in addition to an external ethics advisor.
The S-HELP project coordinator, Dr Karen Neville (UCC-BIS) under the Guidance of the Internal
Ethics Manager, Andrew Pope (UCC-BIS), the Quality Manager, Simon Woodworth (BIS-UCC),
Alexander Nussbaumer (TUGraz) had overall responsibility for the ethical management of the project.
An external ethics reviewer, Sadhbh McCarthy, was appointed to review D1.3 (“S-HELP Ethics
Management”). Additional external feedback was solicited in the form of a round table session with SHELP partners and advisory board members which took place on the 6th of May 2015. The ethical
considerations implicit in the S-HELP project incorporate ethical issues pertaining to the conduct of
researchers in the gathering and analysis of data, software design principles adopted in the development
of the S-HELP decision support tool, and ethics pertaining to decision making in public health
emergencies. Each WP includes quality control, assessment and reviews as an integral component of
the work. Any issues or questions that arose in relation to ethics was reported to the co‐ordinator for
final decision. The S-HELP project also incorporates the provision of an ethical framework (D2.5:
Initial S-HELP Draft Framework; D2.12: Final Common Framework).
Time period

Relation

Action

M1- M6

WP1

M7 - M12

-

M13 – M18

WP4

Elaboration of design principles to be included in the
development process

M13 – M18

WP5

Elaboration of design principles to be included in the training
approach

M18

M3 - M7

Intermediate ethics checkpoint: training concept (D5.1), enduser participation in requirements analysis

M19 – M36

M4, M5

Update of ethical framework and design principles

M36

M3 – M7

Final ethics checkpoint (D1.11): training, development, enduser participation in evaluation

Elaboration of code of conduct of end-user participation (e.g.,
informed consents) as reported in D1.3
Elaboration of the ethical framework (D2.5)

Table 4-1 Phases of the S-HELP Ethical Framework (created by: TUGraz)

Figure 3-1 outlines the phases of the S-HELP ethical framework. On awarding of the project grant SHELP successfully applied for ethical approval from the University Ethics Committee (UEC) at
University College Cork (see appendix). In addition, all consortium members were furnished with an
ethical code of practice (D1.3). The document provides an overview of the ethical principles and
guidelines which govern the project and provides S-HELP researchers with relevant forms and
documents that must be used by researchers to solicit data and engage stakeholders. The document
outlines the code of practice for all consortium members with regard to the collection and storage data.
Moreover, this document provides a code of practice for how research is conducted on the S-HELP
project whilst adhering to the ethical principles outlined by the S-HELP internal ethics manager and
reviewed by the project external ethics manager. The document was provided as a living document and
was updated throughout the life of the project. Moreover, it provided a basis for the ethical framework
This project has received funding from the European Union’s Seventh Framework Programme
for research, technological development and demonstration under grant agreement N°607865.

S_HELP_D5.5_28/02/2017
10

Ethics Review Report
Contract Number
607865

Document Type
PU
Version
3

presented in D2.5 (Initial S-HELP Framework). The Initial S-HELP framework provided an updated
list of ethical and legal considerations to be considered during the S-HELP project and provides a series
of design considerations for the S-HELP DSS development. Moreover, it provides an overview of the
ethics by design approach to software development.
The overall ethical framework of S-HELP is displayed in Error! Reference source not found.. The e
thical values depicted in the outer circle provide the context for including ethical considerations. The
design of the system and the training approach take these ethical values into account which makes it an
ethics-by-design approach. The impact on all stakeholders affected is already analysed in the design
process but also at certain ethical check points (all deliverables were checked by the quality and ethics
manager, ethical issues were addressed in bi-weekly teleconferences, S-HELP advisory board feedback,
preliminary ethics review, post-integration ethical review and post-evaluation survey). End-user
participation is considered in the ethical framework, if the end-users are ethically treated and was
evaluated using a post scenario evaluation.

Figure 4-1 S-HELP Ethical Framework (Created by: TUGraz)

D1.11 (Ethics and Quality Review provides the results of the intermediate ethics reviews and further
elaborates on the Ethics by Design Methodology. A final ethics review was conducted on completion
and integration of the S-HELP tool-set and is discussed in Section 6.
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Ethics code of conduct

The S-HELP Code of Conduct provides the ethical framework which underpins the work of the S-HELP
consortium. The document contains the guidelines and principles to which all consortium members SHELP subscribed to at the outset of the project. The code of conduct incorporates: S-HELP Ethical
Principles; Ethical Approval; Methodology; Ethics by Design; Consent; Use of Data; Privacy Policy;
Insurance and Indemnification; and Published Ethics and Legal Guidelines to be followed. The S-HELP
Code of Conduct is contained in D1.3 (S-HELP Ethics Management). All researcher’s acceptance and
adherence to the principles outlined in this document were acknowledged by signing the “S-HELP Code
of Conduct Acceptance Form”. The Ethics Management deliverable incorporates the ethical guidelines
pertaining to the operationalization of the S-HELP research project.
As part of the bi-weekly work package leader’s teleconference, all meetings are concluded with a review
of outstanding ethical and quality management issues. In addition, the extant work of the consortium
was reviewed in D1.1: Quality and Ethics Review and again subsequent to the S-HELP emergency
evaluations. Underpinning the development of decision support (DS) tools, an ethics by design
approach has been adopted (as discussed in D2.5). The ethics by design approach is described in further
detail in this deliverable (Section 4). The use of an ethics by design approach is an innovative approach
in the context of EU-funded research. The use of this methodology ensures that not only are the
humanitarian, social, legal and ethical aspects adhered to in the operationalisation of the research but
also that these principles become embedded in the system design.
The S-HELP project was engaged in the promotion of responsible research that is transparent, in service
to public interest, preserves public trust and promotes international cooperation among consortium
members. This was executed through embedding ethics within the research and development practices
and activities throughout the duration of the project.

4.2.

Informed Consent

Measures for informed consent are intended to protect human participants’ right to understand the
research project, its nature, premises, aims and interests, full awareness and control over the ends to
which data provided is used for research purposes. It provides assurance that the participant consents to
the use of his/her data. It also assures that the participant understands how the data will be stored, who
will have access to it, under what conditions it will be used. It assures that participants in the S-HELP
project understands what will happen to the data after the life of the project.
The project uses a variety of interactive, engagement methods such as surveys, interviews, round tables,
demonstration, and workshops, to gather information about the needs and preferences of actual and
potential stakeholders of the project. In order to ensure the rights and wishes of potential participants,
participation of individuals for the process of information gathering was conducted on a strictly
voluntary basis, without risk to the person.
Before the start the any information gathering activities, the responsible authority for ethics was
consulted in the development of informed consent forms and parameters of gathering activities. In order
to ensure informed consent of those involved in activities, each participant in a round table,
demonstration, and workshop of the research project were informed of its goals, and of the possibility
of refusing to enter or of retracting at any time without any negative consequence.
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Participants included members of the public and end-user groups within the consortium. Each were
given all of the information that might be reasonably be expected to influence their willingness to
participate through a project information handout (see Appendix) and the declaration on data protection
within the informed consent form. Information about the aims and methods of the project were
presented in a language easily understandable. Surveys conducted included a tick box prior to the study
to confirm the informed consent given by the interviewers. In line with the requirements of the ethics
management review of the project, all subjects participating in the study were duly informed on the
following:






Purpose of the research, expected duration of the subject’s participation and description of the
procedures to be followed;
Statement guaranteeing the confidentiality of records identifying the subject, and the use of the
data intended for the purposes of the research project;
Explanation of whom to contact for answers to pertinent questions about the research and
research subjects’ rights;
Statement that participation is voluntary and that refusal of participation will lead to no
penalties or loss of benefits to which the subject is otherwise entitled, and that the subject may
discontinue participation at any time without penalty;
Attention will be given on how to deliver the consent forms taking into consideration matters
related to cultural sensitivity and inter-cultural understanding.

A copy of the informed consent form is attached to this report in Appendices

4.3.

Privacy and Data Protection

Human participants in research have the right to privacy of their data, meaning that an individual has a
right to hold control over data about themselves or “personal data.” This refers to any data used in a
research project, both during the research and after the project is completed, that can in any way be
traced to them. It is the purpose of “data protection” to protect the right to privacy. “Data protection”
refers to the technical and operational framework and security measures designed to assure that personal
data are protected from any unforeseen, unintended, or malevolent usage. The EU Data Protection
Directive provided the source of the current standard for privacy and data protection.
The S-HELP project does not involve any extensive collection of private information. Nonetheless,
some collateral collection of private data was considered unavoidable given the planned activities of
the project. In particular, the information collection activities of Work packages 2, 5, and 6. A statement
is included in the informed consent form that is distributed among participants in interviews, round
tables, and workshops confirmed that the S-HELP Consortium complies with Directive 95/46/EC of
the European Parliament on the protection of individuals with regard to the processing of personal data
and on the free movement of such data. This applied to all interviews, surveys, and engagement
activities where information was gathered during the course of the project as well as to iterations or
follow-on interviews. The necessary opinions, approvals, and notifications from the countries in which
research is carried out have been collected before the research on the relevant work packages started,
fully in line with the Special clause 15 of the S-HELP Grant Agreement under Article 7.
The data provided will serve only for the purposes of the research project, and will not be kept longer
than necessary as determined by the data storage requirements of the research institution. Data collected
through the research activities of work packages were collected and stored by the collective partners.
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Data collected through the project was not shared with any third party, outside organization, or country
without the explicit consent of the participant.

5. Ethics by Design Approach
Traditional approaches to software development tend to focus on technical issues as opposed to human
issues. The S-HELP approach to development is based on the principle of ethics by design, whereby
the ethical considerations of technology usage are incorporated into systems design. This approach is
based on the ethical framework outlined in D2.5 "Initial S-HELP Draft Framework". This ethical
framework consists of (a) ethical values that are specifically relevant in decision support systems for
emergency situations, (b) guidelines how these values can be incorporated in the system design, and (c)
an evaluation approach to measure the impact of the ethical design decisions.
Based on a literature review, six ethical values have been defined, which are transparency,
responsiveness, reasonableness, data protection and privacy, justice and fairness, and precaution. These
principles are discussed below:










Transparency: The reasons and ethical considerations for the taken decisions should be
transparent and comprehensible (Landesman, 2012). They should also be accessible after an
incident happened. This value strongly relates to the system design. The DSS should support
transparency by making available taken decisions including available information at this time
after an incident.
Responsiveness: As much as possible should be done to limit harm due to a lack of resources.
Therefore, taken decisions should be reviewed and revised if necessary (Landesman, 2012).
This value relates to the system design that should help increase situation awareness. The
system should make it as easy as possible to access relevant data and information (e.g., by
providing a well-designed user interface).
Reasonableness: Responders base their decision on science, evidence, practice, experience,
and principles, in order to act and react in the best possible way (Landesman, 2012). This value
strongly relates to the training where decision makers should be trained as well as possible.
Data Protection and Privacy: The technical framework and security measures should be
designed to guarantee that all personal data are safe from unforeseen, unintended, or malevolent
use (European Commission, 2013). This strongly relates to end-user participation, how their
data is treated and if their privacy is respected. Requirements analysis. It also relates to the
training approach, if the data of the trainees are secured. The system design is affected as the
data of the decision makers (e.g., decisions taken) are protected and only accessible to
authorised people.
Justice and Fairness: Justice refers to equality and non-discrimination principles. People
should get equal access to health services and risks should be equally distributed. People should
not be discriminated according to their gender, nationality, age, etc. Limited resources should
be fairly distributed to victims (Landesman, 2012; European Commission, 2013). This value
mostly relates to the system design, thus it encourages to take fair decisions. For example, a
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resource management tool should not be designed that decision makers focus on a specific
group of people.
Precaution: Precaution is related to the understanding and assessment of possible problems
and risks arising from research and development. The impact and potential disadvantage and
damage on victims of emergency situation must be analysed in advance (European
Commission, 2013). This value strongly relates to the training approach, especially to the
training of decision making competences. Decisions making should be trained in a way that the
trainees learn to carefully take decisions under consideration of the consequences.

In order to adhere to the values listed above, a set of design guidelines has been created which outlines
how the principles would by reflected by S-HELP system and project. The ethics-by-design
methodology explains where and how design decisions can be made, so that ethics becomes an inherent
part of the S-HELP system and project. An outline of these design guidelines are given in D2.5 and
presented again in Table 4-1 below, where the principles are arranged in a matrix of ethical values and
project areas (system design, training, end-user participation).

Ethical Value
Transparency
Responsiveness

System Design

Training Approach

End-user
Participation

taken decisions should be
recorded
the system should allow
quick and easy access to
important information

Reasonableness

Data protection
and privacy

data on decision makers
and victims must be
protected

Justice and
fairness

the system should
encourage (or not
discourage) to make fair
decisions

Precaution

decision makers should be
trained to make sound
decisions
information on the training
process and progress
should be restricted to the
trainees

informed consents if
end-users participate in
requirement elicitation,
evaluation, and round
tables

decision makers should be
trained to take decisions
with care and knowledge
of the consequences
Table 5-1 Design Guidelines (created by: TUGraz)

6. Preliminary Ethical Review of the S-HELP Project
A preliminary review of the S-HELP system and project was conducted with the aim of analysing
whether, and in what way, the ethical values and principles had been incorporated and implemented in
the system design and development. This review has been implemented by comparing the ethical values
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and design guidelines on the one hand and the system functionalities and modules on the other. The
ethical values were used as a checklist and served as a basis to systematically go through the S-HELP
system and its modules and functionalities, to identify how and to what extent each ethical aspect has
been incorporated. This first review represented a formative checkpoint, i.e. it takes place during the
development phase of the S-HELP system. Since the system development was still ongoing at the time
of the review (as presented in D1.11: Quality and Ethics Review), this ethical review was preliminary
and had a formative character.
In the context of the initial ethical review, not only the integration and extent of usage of ethical
principles has been assessed, but also implications and recommendations have been derived how to
further and better integrate ethical design principles in the final version of the system. Summarising the
outcomes of the conducted review, it can be stated that ethical design guidelines have successfully been
taken up by the system design, but there is still some room for improvement. The following list gives
an overview of the findings:


Transparency: The system should record taken decision made by the decision maker. In the
current version taken decisions are tracked and stored and can be reviewed in the Decision
Log. In addition, information about situations is logged (Situation Log) and chat
communication is recorded (Chat Module). A recommendation is to add additional information
of taken decision (like information on the emergency situations – e.g. in form of a snapshot of
the Current Recognised Situation View, notes or verbal explanations why a decision has been
taken, documentation of knowledge resources accessed/used). In this way the taken decisions
can be understood and reconstructed at a later point in time, if a justification is needed. A
justification might be specifically important if unpopular decisions have been taken.



Responsiveness: The system should allow quick and easy access to important information.
The current version of the system provides live information on situations and resources.
Respective modules are available that provide data about resources, weather, etc. Furthermore,
the system allows getting an overview by having multiple views on the same screen. This
allows a decision maker to quickly respond to an incident. The integration of a learning module
in the system, which allows to further develop and train emergency management skills,
supports a general sense of awareness and responsiveness.



Reasonableness: This value is mainly related to the training and indicates that decision makers
should act reasonably by understanding the situation, being competent in decision making, and
predicting the consequences. The S-HELP system and project includes a training module that
targets these competences and supports decision makers to act reasonably. Well-trained
decision makers are able to take better and more reasonable decisions, because they understand
better the decision-making process, have more knowledge on the situations, and are better
aware of the consequences. The learning module integrated in the system constitutes an aspect
of the training concept and programme elaborated in S-HELP. Reasonableness of actions and
decisions taken in emergency management may also be ensured via the Knowledge Module by
providing access to relevant knowledge resources (emergency response plans, standard
operating procedures and other documents) on which these decisions and actions can be based.



Data protection and privacy: Available data about people (taken decisions, decision makers,
training activities, victims, etc.) should not be made available publicly. A recommendation in
this area is to include data protection mechanisms to all personal information. Appropriate data
quality should be ensured by incorporating and making available data only from reliable and
trustworthy sources. Users need to be made aware of the potential unreliableness of data
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provided via the Social Media Integration Module. All data needs to be stored securely and
safely and be protected against loss or unauthorised access and use.


Justice and fairness: The goal is that the system should encourage (or at least not discourage)
to take fair decisions. This has been realized by integrating data from different sources and by
providing multiple views and perspectives on a situation. In this way the decision makers get
a better overview of the situation and can better understand the consequences of different
decision alternatives.



Precaution: Precaution specifically important in the field of emergency management, so that
the harms and damages are not made bigger than necessary. What-if modelling is part of the
S-HELP system and allows to understand the consequences of decision alternatives. In this
way, additional harm and damages can be minimized (e.g. if it has to be decided which village
will be flooded in case that too much river water has to be dealt with).

The CATWOE methodology was used as a base methodology to identify the ethical requirements of
the project and to develop the ethics-by-design approach The CATWOE approach was also used for the
analysis of the S-HELP system in terms the incorporation of the ethical values (as described above).
The following table describes the integration of the methodology into the project’s research and
development activities.
CATWOE Model
Component

Description

S-HELP Approach

Clients

Who would benefit or suffer from its
operation

Identification and engagement with practitioneruser groups

Actors

Who would carry out the activities
which make this system work

Transformation

What are the inputs and what
transformation do they go through to
become the outputs

Discussion with end-user groups to determine
how systems are embedded in operations

Worldview

What point of view makes this
system meaningful

Development of interoperability standards to
support meaningfulness of system in security
and emergency management domains.

Owner

Who has the authority to abolish the
system or change its measures of
performance

Focus on decision making training and
ensuring accountability through auditing
capabilities

Environmental
Constraints

Which external constraints does this
system take as a given?

Adherence to relevant local, national and
international legislation

Table 6-1 CATWOE Methodology (Created by: TUGraz)

7. Post-Integration Ethical Review
The second ethics check of the S-HELP system was conducted on completion of the integration of the
entire S-HELP tool-set in September 2016. This ethical review incorporated two approaches including
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a review of the findings of the initial ethical review by the WP4 development team and determining
whether the S-HELP design guidelines had been addressed.
Table 6-1 provides an overview of the initial design guidelines, advocated on conclusion of the initial
ethical review, and demonstrates how these recommendations were addressed in the final system.

Values

Initial Review Recommendations

Solution

Transparency

The system should record taken decision made
by the decision maker. In the current version
taken decisions are tracked and stored and can
be reviewed in the Decision Log. In addition,
information about situations is logged
(Situation Log) and chat communication is
recorded (Chat Module). A recommendation is
to add additional information of taken decision
(like information on the emergency situations –
e.g. in form of a snapshot of the Current
Recognised Situation View, notes or verbal
explanations why a decision has been taken,
documentation of knowledge resources
accessed/used). In this way the taken decisions
can be understood and reconstructed at a later
point in time, if a justification is needed. A
justification might be specifically important if
unpopular decisions have been taken.

The situation log has been
updated and improved to
incorporate all data collected
during
an
emergency.
Moreover, the addition of a
comment field allows for the
inclusion of justification of
decision taken. The chat
module was not implemented
in the final version of S-HELP.
A mechanism to provide a
snapshot of the current
situation is enabled via the
Recognised Current Situation
module.
Reporting
with
external agencies is also
facilitated via the Report Tool.
The developers have also
facilitated the storage of
lessons-learned in the S-HELP
knowledge
management
system

Responsiveness

The system should allow quick and easy access
to important information. The current version
of the system provides live information on
situations and resources. Respective modules
are available that provide data about resources,
weather, etc. Furthermore, the system allows
getting an overview by having multiple views
on the same screen. This allows a decision
maker to quickly respond to an incident. The
integration of a learning module in the system,
which allows to further develop and train
emergency management skills, supports a
general sense of awareness and responsiveness

An updated alerts system
ensures users are updated
about
changes
to
the
Recognised Current Situation
and improved Data &
Reporting module can be used
to provide participants with
access to updated data

Reasonableness This value is mainly related to the training and
indicates that decision makers should act
reasonably by understanding the situation,

Additional training resources
deployed to S-HELP learning
management system and
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being competent in decision making, and
predicting the consequences. The S-HELP
system and project includes a training module
that targets these competences and supports
decision makers to act reasonably. Welltrained decision makers are able to take better
and more reasonable decisions, because they
understand better the decision making process,
have more knowledge on the situations, and
are better aware of the consequences. The
learning module integrated in the system
constitutes an aspect of the training concept
and programme elaborated in S-HELP.
Reasonableness of actions and decisions taken
in emergency management may also be
ensured via the Knowledge Module by
providing access to relevant knowledge
resources (emergency response plans, standard
operating procedures and other documents) on
which these decisions and actions can be based

knowledge management
system

Data
protection and
privacy

Available data about people (taken decisions,
decision makers, training activities, victims,
etc.) should not be made available publicly. A
recommendation in this area is to include data
protection mechanisms to all personal
information. Appropriate data quality should
be ensured by incorporating and making
available data only from reliable and
trustworthy sources. Users need to be made
aware of the potential unreliableness of data
provided via the Social Media Integration
Module. All data needs to be stored securely
and safely and be protected against loss or
unauthorised access and use.

The Twitter module now
incorporates a “Trusted User”
capability. Most S-HELP
server instances are hosted on
Amazon Web Services Elastic
Compute Cloud (AWS EC2).
The server instances are all
based in Ireland and are thus
within the EU for the purpose
of data protection legislation.
As S-HELP has to date not
been used for a live emergency
affecting real citizens, no third
party information has ever
been stored on these AWS EC2
instances. All logins were
created specifically for the
purpose of gaining access to
these instances and as such do
not relate to any personal
logins belonging to any
member of the project team.

Justice and
Fairness

The goal is that the system should encourage
(or at least not discourage) to take fair

The S-HELP system now
incorporates improved
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decisions. This has been realized by integrating
data from different sources and by providing
multiple views and perspectives on a situation.
In this way the decision makers get a better
overview of the situation and can better
understand the consequences of different
decision alternatives

collaboration facilities via the
Recognised Current Situation
module.

Precaution specifically important in the field of
emergency management, so that the harms and
damages are not made bigger than necessary.
What-if modelling is part of the S-HELP
system and allows to understand the
consequences of decision alternatives. In this
way, additional harm and damages can be
minimized (e.g. if it has to be decided which
village will be flooded in case that too much
river water has to be dealt with)

The inclusion of data sets
regarding “vulnerable
populations” has been
integrated into the S-HELP
geographic information
system

Table 7-1 Design consideration and changes implemented

8. S-HELP Scenarios and S-HELP Tool-set
Ethical decision making for emergency management requires analysis of issues that are specific to
hazards, but also specific to the needs of various groups of a community to address the moral issues that
concern response efforts. Within S-HELP, the objective was to develop a series of scenario-based
exercises to train crisis decision making under a range of settings. Using a simulated environment of a
biological, chemical and flooding event, users are engaged in augmented reality scenarios using virtual
content from the system which is localised within the real space. S-HELP intends to engage with enduser groups for them to both learn skills associated with ethical decision making under crisis situations,
as well practice those newly acquired skillsets using the solution platform. The design and development
of environmental conditions which imposed realism to the scenario was intended to simulate the same
or similar sense of presence a person would feel in the real environment. Lombard and Ditton5 (1997)
suggested that simulation environments should support the following elements to deliver a sense of
presence: transportation, immersion, realism, social richness, social actors within a medium, and
mediums as social actors. The model was intended for synthetic (or virtual environments), yet it offers
facets of relevance to realistic simulation spaces. The scenarios are intended to take place within a rich,
diverse and relatively fast moving context. Furthermore, they do not exist in isolation to the end-user,
but are a part of a wider training experience, which comprises of organizational end-users, trainers and
developers.

5

Lombard, M. and Ditton, T. (1997) At the Heart of It All: The Concept of Presence. Journal of ComputerMediated Communication, 3
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Meeting Scenario Ethical Considerations

Emergency management practitioners were surveyed to define the tools and processes they use in
preparing for, responding to and recovering from 3 types of emergencies (scenarios): large scale
chemical explosion, biological hazard and a large-scale flood. The three scenarios were designed to test
S-HELP Decision Support System and they are described in detail in D6.2 ‘Scenario content and results
report’ and D6.3 ‘Validation and assessment report’. Each scenario was reviewed by WP6 partners and
the Ethics manager to detect potential ethical considerations. Commonalities between the three
scenarios were detected after reviewing ‘D6.1 Guidelines for scenario design, implementation and
evaluation’. Three categories were agreed in order to consider data collection ethics, Decision Support
System ethical considerations, and specific injects ethical considerations.Table 8-1 provides a summary
of the scenarios and the ethical considerations of each exercise.
Scenario Name Scenario Summary
Ethical Considerations
Biological
Scenario

A pandemic exercise was held on the
26th of September at the MDA
headquarters in Tel-Aviv, Israel. This
biological event simulated the spread of
a respiratory virus across Europe in
order to assess the performance and
impact of the S-HELP tool set in the
management of cross border flu like
pandemic.

 Data Collection considerations
 Event Dissemination
 Decision making

Chemical
Scenario

The chemical scenario characterized a
cross-border
chemical
explosion,
simulated on the 25th of November 2016
in the National Emergency Coordination Centre in Dublin. The
objective of the scenario was to
demonstrate the S-HELP tool-set in the
context of an emergency scenario in an
appropriate setting for strategic
decision makers the NECC.

 Data Collection considerations
 Event Dissemination & Video
recording
 Decision making
 Allocation of resources in
cross-border
collaborative
response efforts

Flood Scenario

The S-HELP Flood scenario took place
on the 25th of November in the
Emergency Co-ordination Centre at
Anglesea Street Fire Station, Cork City
and involved a major flooding incident
in Cork City and County.

 Data Collection considerations
 Event Dissemination & Video
recording
 Decision making
 Equitable
treatment
of
vulnerable populations
 Informing the public (right to
know)

Table 8-1 Scenario Summary and Ethical Considerations

Ethical considerations of the three scenarios can be divided in three categories:
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Data collection:

The three scenarios were designed to collect data from the participants. In order to address the ethical
considerations a number of measures were put on place to guarantee respondents anonymity and data
protection including:
-

-

Prior to each of the exercises, the exercise director briefed all exercise participants in relation
to the conduct of the exercise, the exercise lead and project coordinator spoke about the various
questionnaires to which experts were asked to reply and project coordinator spoke briefly about
exercise participants signing off the consent forms.
Signature of consent forms before the scenario started
No personal data were collected in the survey. Personal data processing (obtaining, holding and
disclosing) such as health information, criminal justice, financial information, genetic
information and location-based information was not a central focus in the delivery of the SHELP project, and appropriate precautionary mechanisms were devised to safeguard any
instance of data processing at the beginning of the project.

8.1.2.

Dissemination:

The Chemical and Flood scenarios were used for dissemination purposes. For both, participants also
completed a separate photograph and video release form. The S-HELP project coordinator has the
copies of the forms. Peter Daly, HSE, explained to exercise participants the benefit of video recording
aspects of the exercise.
8.1.3.

Decision making:

The S-HELP is a decision support system, therefore injects were designed to encourage participants to
make decisions and showcase how S-HELP tools supported the decision making process. Participants
were briefed before the scenarios with the objectives of the exercise including:
-

Participants were advised not to ‘fight’ the scenario. Exercise objectives were described in the
invitation e-mail, information sheets and at the beginning of the scenario.
Decisions taken during the exercise had the aim of testing the tool. Decisions taken are not
directed to change existing organizations procedures.
DSS help users to make decisions; however, decisions are untimely responsibility of the
decision maker.
Ethical decision making incorporated into the S-HELP decision making model and training
(Work Package 5: Healthcare Responder Training).

9. Post-Evaluation End-User Survey
The final ethical checkpoint included an evaluation, to determine whether the ethical values espoused
by the ethics by design approach were incorporated in the S-HELP system. This evaluation was
conducted in the three scenario evaluations (biological scenario, flood scenario, chemical scenario).
The goal of the ethical evaluation was to investigate with experts from emergency management and
health care, if the S-HELP system does properly respect the main ethical considerations. An ethics-bydesign approach and an ethical framework have been developed that guided the development of the SHELP system and the S-HELP methodology. This evaluation investigated, if the ethics approach had
sufficiently been incorporated.
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On the conclusion of each scenario participants were asked to evaluate the S-HELP system and
presented with questions regarding the six ethical values defined in the ethical framework (D2.5).
Specifically, the participants were asked to think of the impact that the use and design of the S-HELP
system has on the affected stakeholders (emergency managers, victims, general public). The following
question was asked of the research:

The S-HELP system and modules support the following ethical values.
(Please think of the impact on emergency managers, victims, and general public when using this
module and indicate your opinion for each value on the range between 'strongly disagree' and
'strongly agree')
The participants had to evaluate the ethical impact on 5-point Likert for each ethical value. All of the
participants in all three scenarios were professionals in the context of emergency management and
health care. So their evaluations are highly relevant. All of the participants in all three scenarios were
professionals in the context of emergency management and health care so their evaluations are highly
relevant (Table 8-1; Table 8-2; Table 8-3).

Figure 9-1Evaluation of Ethical Impact

Number
participants

of 13

Role in scenario

Exercise participant: 9, S-HELP member: 1, Observer: 3

Organisation type

Health Care: 7, Emergency Management: 6,
Table 9-1 Biological Scenario (Created by: TUGraz)

Number of
participants

37

Role in scenario

Exercise participant: 21, Observer: 16

Organisation type

Health Care: 6, Local Authority: 13, Business: 4, An Garda Síochána: 6,
Other: 8
Table 9-2 Flooding Scenario (Created by: TUGraz)

This project has received funding from the European Union’s Seventh Framework Programme
for research, technological development and demonstration under grant agreement N°607865.

S_HELP_D5.5_28/02/2017
23

Ethics Review Report

Document Type
PU

Contract Number
607865

Version
3

Number of
participants

10

Role in scenario

Exercise participant: 2, S-HELP member: 3, Observer: 5

Organisation type

Health Care: 3, Emergency Management: 5, Business: 1, Government: 1
Table 9-3 Chemical Scenario (Created by TUGraz)

The results of these evaluations are depicted in Figure 8-5. The average values for all ethical aspects in
all three scenario evaluations are between 3.30 and 4.69 on the likert scale between 1 and 5. The bars
show to what extent the users agreed that the respective ethical value is incorporated in the S-HELP
system. So the overall evaluation of the ethical approach is positive. The figure also shows that the
evaluation of the same ethical aspect is similar in all three evaluation scenarios. This can be interpreted
that the ethical approach is valid, as it is accepted from different perspectives.

Figure 9-2 Results of ethical evaluation across scenario evaluations (Created by: TUGraz)

10. Evaluation of Ethical Compliance
This section provides an accounting of measures and approaches used during the duration of the SHELP project to adhere to compliance with Clause 15 of the European Commission FP7 grant
agreement. It provides an ethical review of research carried out under the project to ensure full
compliance with requirements identified in the initial S-HELP Ethics Management deliverable
document (D1.3) and described in Section 3 of this document. The duties of ethics management and
implementation of said activities were carried out by the S-HELP Ethics Manager and Quality Manager.
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On conclusion of the S-HELP project all Work Package leaders were requested to once reiterate that
they had adhered to the Ethics Code of Conduct and procedures outline by the S-HELP Ethics Review
Committee. A written statement incorporating all data collection activities and data collected was sent
and reviewed.
The project has been engaged in interviews, surveys, meetings, round tables and focus groups. Ethical
concerns were addressed a priori of all data collection exercises. Concerns were addressed via the
following means:



Informed Consent requirements
Privacy and Data Protection requirements

10.1.

Addressing Informed Consent requirements

As described in Section 3.1., consent forms were used to protect participants’ right to understand the
research project, its nature, premises, aims and interests, full awareness and control over the ends to
which data provided is used for research purposes. Consent form templates created at the beginning of
the project were adapted before each data collection (Appendix).
This section provides an itemised list of the consent forms by S-HELP partners during the project (M1M36). Consent forms were only collected when participants were external to the project.
WP

Date

Event title

Location

No.
Participants

3

Apr-14

Stakeholder and end-user
requirements – online
questionnaire

Emailed to
S-HELP
network

25

No.
Consent
Form
25

Deliverable /
Data report /
Paper
D3.1

3

Sep-14

QuickSilver training exercise
(interviews)

Dublin,
Ireland

30

8

D3.1

3

Oct-14

Mega Earthquakes and Tsunamis
in Subduction Zones:
Forecasting Approaches and
Implications for Hazard
Assessment (METSZ)

Rhodes,
Greece

24

24

D3.1

3

Dec-14

Requirements validation
workshop

Tel Aviv,
Israel

20

20

D3.1

5

May16

Public Health Master students,
decision making theory course

21

21

D5.4

6

Sep-16

Biological Scenario

Ben-Gurion
University,
Be'er Sheva,
Israel
Tel Aviv,
Israel

12

10

D6.2 and D6.3

5

Oct-16

Cork City,
Ireland

22

22

D5.4

6

Oct-16

St john’s ambulance, Ireland,
decision making theory and
scenarios course
Chemical Scenario

Dublin,
Ireland

15

15

D6.2 and D6.3
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5

Nov-16

BIS students, CCT workshop

Cork,
Ireland

7

7

D5.4

5

Nov-16

St john’s ambulance, Ireland,
decision making theory and
scenarios course

Glanmire,
Cork,
Ireland

13

13

D5.4

5

Nov-16

BIS students, CCT exercise

Cork,
Ireland

24

24

D5.4

6

Nov-16

Flood Scenario

Cork,
Ireland

45

45

D6.2 and D6.3

5

Dec-16

Tel Aviv,
Israel

8

8

D5.4

5

Dec-16

Israel training exercise, donning
doffing PPE in hospital
environment
UCC Crisis Management Team,
Team decision making

Cork,
Ireland

12

12

D5.4

5

M 33M36

Online courses fire, police and
health

Ireland

16

16

D5.3 and D5.4

2

M 20 –
M36

User Interface

Ireland,
Austria, UK,
Israel

377

377

D2.12 and
D2.9

Table 10-1 Consent Forms collected (M1-M36)

Table 10-1 provides an overview of 16 collection points where participants were asked to complete a
consent form. A total of 647 consent forms were collected, 58% of them were from WP2 User Interface
survey. The appendices to this document provide examples of the consent form templates used during
each Table 9-1 row entry.

10.2.

Addressing Privacy and Data Protection Requirements

To ensure participants data protection and privacy, their rights to hold control over data about
themselves was explained to participants. S-HELP partners didn’t collect extensive private information.
Participants in surveys were not asked to provide personal information such as gender, age, location,
etc. Two surveys were conducted to inform the design of the system, the first with the end-user group
to acquire user requirements, and the second through a computer-based survey which tested user
interface design. In both instances, information was gathered through personal contacts of consortium
members who made contact with participants. Questions were posed to identify and categorize the type
of experience (emergency management, professional experience) for their current field of activity. This
data was used for the research project to balance the number of participants from different institutions.
The participating individual was asked to explicitly to give his/her consent for the use of personal
information used solely for the research project. Similar protocols were followed for the post-evaluation
surveys.

11. Conclusion and Recommendations
Any research and development activity, in order to be considered ethical, must at minimum and of
necessity support the principles of transparency and accountability. This applies both to the resultant
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artefacts and the design and development processes used to produce them. Thus any development
processes must be well documented and any resultant artefacts but be unambiguous in use and
exhaustive in their logging capabilities. The S-HELP project has adhered to these principles as far as
possible, with further improvements noted. The training course content and the chosen delivery method
outlined in D2.3(“Completion and integration of training module to end users”) was developed using
the ethics-by-design methodological approach advocated in D1.3 (“S-HELP Ethics Management”) and
expanded on in D2.5 (“Initial S-HELP Draft Framework”). Inclusion of this approach into the
conceptualization and development of training ensures integration of ethically compliant decision
making concepts intended to engage end users appropriately.
As illustrated in Table 4.1 and Table 6.1, the S-HELP project and its deliverables have been evaluated
against a carefully designed set of ethical values. A concluding evaluation against the same guidelines
is presented below in Table 10.1
Values

Implications for S-HELP Users

Recommendations
for Future
Development

Recommendations
for Policy Makers

Transparency

Users must document all decisions fully.
However, in a dynamic and rapidly
developing situation this may not be
possible. Therefore, after action review is
essential.

System and
Situation logs must
capture a large
amount of data in a
transparent and
structured fashion

Define XML
vocabularies as a
standard for
logging.

S-HELP
must
extend its reach right
down
to
first
responders on the
ground, through use
of smartphone and
smartwatch apps, as
well as sensor suites.
S-HELP
must
support
multiple
networking options,
from 2.5 to 4G to
satellite to ad hoc
WiFi with suitable
backhaul.

Minimum
equipment
specification for
mobile clients;
tablet clients;
mobile command
centres; fixed
command centres.
In particular, large
area flat screen
displays need to be
Ultra HD / 4K at
minimum. Large
area HD displays
are demonstrably
unsuitable due to
limitations of

Limitations of models and sources should be
clearly identified.
Users need to be trained in the information
management approach inherent in the
Recognised Current Situation Approach to
situation management

Responsiveness

Users should be familiar at all times with
the RCS boards. In a command centre all
RCS boards should be visible on multiple
monitors. In addition, replica display with
the ability to scroll back and review updates
and decisions must be
available.
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display resolution
and pixel size.

Reasonableness

Extensive training with simulated scenarios
is recommended

The
taxonomy
already
encompasses roles;
extend it to take
account of training
level
and
user
readiness; associate
this with user logins;
log known user
readiness
and
training level in
system and situation
logs.

Data protection
and privacy

Users must be able to document anything
that is relevant to the resolution of a scenario.
Personal logins and passwords must follow
agreed guidelines.

Encrypt any data
that may identify
any user or any
individual
(including victims)
involved in the
resolution of a
scenarios. If in
doubt, encrypt
everything if
performance will
permit it.

Consider
implications of
GDPR and derive
implementation
standards from
this. Define
common data
breach attack
scenarios and
require system
operators to
publish results of
defence against
simulated attacks.

Justice and
Fairness

Ensure the use of multiple data sources and
provide multiple views of the data. Ensure
that data is not used for profiling or “special
treatment” and the equitable and fair
treatment of victims and distribution of
resources.

Consider filters to
eliminate depiction
of data that will
identify race,
gender, age, religion
or ethnic
background.

Require logging
systems to capture
and filter any
decisions that
might be
influenced by
group identifying
factors.

Precaution

Users should understand role of situation and
system logs in reviewing decisions made.

Explore role of
metadata in
enhancing system
and situation logs to
make those logs
more structured and
readable.

Define XML
vocabularies as a
standard for
logging. Extend
those vocabularies
to include as much
useful metadata as
possible.

Table 11-1 Final evaluation against ethical guidelines
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In addition to the review of ethics for the duration of the project in the design, development and testing
of S-HELP DSS and tool set, the project has outlined post implementation ethical considerations for
research activities. This is the form of an ethical follow-up and audit of ethics management activities.
Table 10.1 contains recommendations on future actions for users, the development team and policy
makers to further enhance ethical compliance. Consideration in particular should be given to the extent
and integrity of logging systems. As with existing paper – based logging approaches, these systems
need to be able to support a forensic approach to establishing the sequence of events and the responses
to same in the event of a disaster. These recommendations will enhance the ability of the S-HELP to
ensure transparency and accountability
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13.Appendices:
13.1.

Project Fact Sheet
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Informed Consent Form Templates

13.2.1. Template 1: Letter Template for Invitation to Research Participants

Letter of Request to participate in an S-HELP [workshop/focus group/
interview]
Dear [Name],
I am writing to you on behalf of S-HELP (Securing Health Emergency
Learning Planning). It is a 36-month EU-funded project looking to develop
decision support tools for improving preparedness and response of health services involved in
emergency situations. As part of S-HELP’s research, a [workshop/focus group/ interview] is to be
organised to gather end-user requirements.
I am seeking your participation in one of the [workshop/focus group/ interview] that will run [date,
location]
Should you agree to participate, the S-HELP project assures you that any information you provide will
be kept in the strictest confidence. This information will be stored on secured, encrypted, and password
protected computers, retained for the lifetime of the project and deleted thereafter.
Furthermore, should you agree to participate in this pilot test, and subsequently feel unable or unwilling
to continue, you are free to terminate your participation at any time without fear of any negative
consequences.
An information sheet, which describes the project in more detail, has been prepared (see attached) to
help you make a fully informed decision on your participation.
Should you agree to participate, we will provide you with a consent form on the day of the
[workshop/focus group/ interview] that will formalise the conditions of your participation.
If you would like to request any further information about the pilot test or project, I would be delighted
to speak with you. If you are not in a position to participate, we would very appreciate if you could
suggest alternative research participants.
Looking forward to your response.
Warm Regards,
[____________]
University/Org.
Phone

13.2.2. Template 2: Pilot Test/Field Trials/Workshop/Demonstrations Information Sheet and Informed
Consent Form
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Information Sheet

S-HELP (Securing Health Emergency Learning Planning) is a 36-month EU-funded project looking to
develop decision support tools for improving preparedness and response of health services involved in
emergency situations.
The S-HELP project requires that end-users who participate in the [pilot tests/field
trials/demonstrations] give explicit consent to do so.
Please take time to read and understand the following, and if you agree with the content sign the consent
form overleaf.
I freely and voluntarily consent to be a [pilot tests/field trials/Workshop/demonstrations] participant in
the S-HELP project to be conducted at _____.
The S-HELP project assures you any information you provide will be kept strictly confidential. In
gathering our data, we will only record information that is necessary to address the central purpose of
our research, and ensure it is anonymised. This information will be stored on secured, encrypted, and
password protected computers, retained for the lifetime of the project and deleted thereafter.
Furthermore, your name will not be linked with the research materials, as the researchers are interested
in the content in general, and not in any individual’s values or choices.
I understand that if at any time during the pilot test I feel unable or unwilling to continue, I am free to
leave without negative consequences. That is, my participation in this [pilot tests/field
trials/demonstrations] is completely voluntary, and I may withdraw from this project at any time.
The burdens of participating in this research are your opportunity cost, the risk of entrusting your
sensitive data in the hands of others, and the potential harm for misuse of those sensitive, identifiable
data. The reassurances around strict data governance, given by the S-HELP team, are designed to
alleviate potential participation burdens.
On the other hand, the benefits of participating in this research are twofold: it provides you with a rare
opportunity to be involved in a significant piece of research; your participation will help us in our task
of defining an interoperability standard to enable communication and coordination across geographical
areas and cultural settings and aid in the development of improved decision support tools.
I have been informed that if I have any questions seeking further clarification or assurances about the
ethical issues relating to the project, I am free to contact Dr. Andrew Pope at University College Cork,
a.pope@ucc.ie .
Alternatively, I can speak with the S-HELP project coordinator, Dr. Karen Neville at University College
Cork, KarenNeville@ucc.ie
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Informed Consent Form

I ……………………………………… agree to participate in this S-HELP [pilot tests/field
trials/demonstrations].
The purpose of the [pilot tests/field trials/demonstrations] has been explained to me in writing (in the
information sheet).
I am participating voluntarily and understand that I can withdraw from the research, without
repercussions, at any time, before it starts or while I am participating.
I am satisfied that the assurances of responsible and strict data governance, given by the
S-HELP project, will be upheld.
I understand that anonymity, by disguising my identity, will be ensured at each research stage in the
project.
A copy of the information sheet and (this) signed consent form will be given to the signee.

Signed…………………………………….
Date………………………………………………….
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13.2.3. Template 3: Online Survey Information Sheet and Informed Consent Form
Survey Invitation Letter

You are being asked to participate in a research survey as part of the S-HELP project. The purpose of
the survey is to ascertain the view of stakeholders and end-users involved in healthcare and emergency
management. Stakeholders are decision makers involved in mitigating, preparing for, responding to and
recovering from major emergency incidents.
By participating in this research you will be making an important contribution to the development of a
decision support system for healthcare emergency management. For more information on the S-HELP
project please visit the project website:
http://www.fp7-shelp.eu/
No personal information will be sought from participants. Personal data will not be passed on to any
other party; the collected data will only be evaluated in a means which ensures the anonymity of the
participant. Your identity will be treated as confidential. The results of the survey, including any data,
may be published for scientific purpose will not give your name or include any identifiable references
to you.
However, any records or data obtained as a result of your participation in this survey may be inspected
by the European Commission, by any relevant agency, by the S-HELP Review Board, or by any persons
conducting this study (provided that such inspectors are legally obligated to protect any identifiable
information from public disclosure, except where disclosure is otherwise required by law or a court
competent jurisdiction. These records will be kept private in so far as permitted by law).
You are free to choose whether or not to participate in this S-HELP project survey. By clicking ‘Next’
you confirm that you have read these terms and conditions, that you understand them and that you
consent to be bound by them.
If at any time during or after the study you wish for your data to be deleted from the dataset, you may
contact the coordinator.
Dr. Karen Neville,
FP7 S-HELP Principal Investigator
http://www.fp7-shelp.eu/
Senior Research and Lecturer
Business Information Systems,
University College Cork.
Email: KarenNeville@ucc.ie
Tel: (353) 21 4903668
Fax: (353) 21 4903819
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Survey Information Sheet

You are being asked to participate in a research survey as part of the S-HELP project. The purpose of
the survey is to ascertain the view of stakeholders and end-users involved in healthcare and emergency
management. Stakeholders are decision makers involved in mitigating, preparing for, responding to and
recovering from major emergency incidents.
By participating in this research you will be making an important contribution to the development of a
decision support system for healthcare emergency management. For more information on the S-HELP
project please visit the project website:
http://www.fp7-shelp.eu/
No personal information will be sought from participants. Personal data will not be passed on to any
other party; the collected data will only be evaluated in a means which ensures the anonymity of the
participant. Your identity will be treated as confidential. The results of the survey, including any data,
may be published for scientific purpose will not give your name or include any identifiable references
to you.
However, any records or data obtained as a result of your participation in this survey may be inspected
by the European Commission, by any relevant agency, by the S-HELP Review Board, or by any persons
conducting this study (provided that such inspectors are legally obligated to protect any identifiable
information from public disclosure, except where disclosure is otherwise required by law or a court
competent jurisdiction. These records will be kept private in so far as permitted by law).
You are free to choose whether or not to participate in this S-HELP project survey. By clicking ‘Next’
you confirm that you have read these terms and conditions, that you understand them and that you
consent to be bound by them.
If at any time during or after the study you wish for your data to be deleted from the dataset, you may
contact the coordinator.
Dr. Karen Neville,
FP7 S-HELP Pricipal Investigator
http://www.fp7-shelp.eu/
Senior Researcher and Lecturer
Business Information Systems,
University College Cork.
Email: KarenNeville@ucc.ie
Tel: (353) 21 4903668
Fax: (353) 21 4903819
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Survey Consent Form

You are being asked to participate in a research survey conducted as part of the S-HELP project. The
purpose of the survey is to ascertain the views of stakeholders and end-users involved in healthcare
emergency management. Stakeholders are decision makers involved in mitigating, preparing for,
responding to and recovering from major emergency incidents.
By participating in this research, you will be making an important contribution to the development of
a decision support system for healthcare emergency management. For more information on the SHELP project please visit the project website: http://www.fp7-shelp.eu/
No personal information will be sought from participants. Personal data will not be passed on to any
other party; the collected data will only be evaluated in a means which ensures the anonymity of the
participant. Your identity will be treated as confidential. The results of the survey, including any data,
may be published for scientific purposes but will not give your name or include any identifiable
references to you.
However, any records or data obtained as a result of your participation in this survey may be inspected
by the European Commission, by any relevant agency, by the S-HELP Review Board, or by the persons
conducting this study, (provided that such inspectors are legally obligated to protect any identifiable
information from public disclosure, except where disclosure is otherwise required by law or a court of
competent jurisdiction. These records will be kept private in so far as permitted by law).
You are free to choose whether or not to participate in this S-HELP project survey. If at any time during
or after the study you wish for your data to be deleted from dataset, you may contact the coordinator:
Dr. Karen Neville
FP7 S-HELP Principal Investigator,
http://www.fp7-shelp.eu/
Senior Researcher and lecturer,
Business Information Systems,
University College Cork.
Email: KarenNeville@UCC.ie
Tel: (353) 21 4903668
Fax: (353) 21 4903819
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Consent Forms

WP

3

Date

February 2014 – December 2014

Event Title

Stakeholder and end-user requirements – online questionnaire

Data collection To identify stakeholder and end-user requirements for the S-HELP DSS
purpose
Consent form

WP

3

Date

26/10/2016

Event Title

QuickSilver training exercise (interviews)
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To identify stakeholder and end-user requirements for the S-HELP DSS

Consent form
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WP

3

Date

October 2014

Event Title

Mega Earthquakes and Tsunamis in Subduction Zones: Forecasting Approaches
and Implications for Hazard Assessment (METSZ)

Data collection To identify stakeholder and end-user requirements for the S-HELP DSS
purpose
Consent form

As above

WP

3

Date

October 2014

This project has received funding from the European Union’s Seventh Framework Programme
for research, technological development and demonstration under grant agreement N°607865.

S_HELP_D5.5_28/02/2017
41

Ethics Review Report

Document Type
PU

Contract Number
607865

Event Title

Version
3

Requirements validation workshop – Tel Aviv

Data collection To validate stakeholder and end-user requirements for the S-HELP DSS
purpose
Consent form

As above

WP

5

Date

17/5/2016

Event Title

Public Health Master students, decision making theory course

Data collection Collect feedback from the students – evaluation and assessment
purpose
Consent form

Adapted Template 2, written

WP

5

Date

20/10/2016

Event Title

St john’s ambulance, Ireland, decision making theory and scenarios course

Data collection Collect feedback from the voluntary agencies
purpose
Consent form

Adapted Template 2, written

WP

5

Date

22/11/2016

Event Title

St john’s ambulance, Ireland, decision making theory and scenarios course

Data collection Collect feedback from the voluntary agencies
purpose
Consent form

Adapted Template 2, written

WP

5

Date

11/11/2016
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BIS students, CCT workshop

Data collection Collect feedback from the students on CCT - evaluation and assessment
purpose
Consent form

Adapted Template 2, written

WP

5

Date

22/11/2016

Event Title

BIS students, CCT exercise

Data collection Assess students on CCT course
purpose
Consent form

Adapted Template 2, written

WP

5

Date

14/12/2016

Event Title

Israel training exercise, donning doffing PPE in hospital environment

Data collection Collect feedback on the donning/doffing course
purpose
Consent form

Adapted Template 2, written

WP

5

Date

15/12/2016

Event Title

UCC Crisis Management Team, Team decision making

Data collection Collect feedback from the team decision making course - observation
purpose
Consent form

Adapted Template 2

WP

5

Date

Ongoing since M33

Event Title

Online courses fire, police and health
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Data collection Collect feedback from the individual decision making scenarios courses - evaluation
purpose
and assessment
Consent form

Adapted Template 2, on type form
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External Ethics Reviewer

The Ethics Advisor/Reviewer for S-HELP is Sadhbh McCarthy
13.5.1. Biography:

Sadhbh McCarthy is co-founder and director of the Centre for Irish and European Security (CIES).
With a background in IT, she worked for IBM and Diageo before establishing the European Biometrics
Forum in 2004 and the CIES in 2009.
Sadhbh has been instrumental in advancing debate on European security policy. She has chaired
European Commission policy groups and led projects within the European Security Research
Programme (ESRP). Her most notable achievement in this context was her role in spearheading the
creation of the Societal Impact Expert Working Group and the guidelines that followed.
Sadhbh is a regular contributor to radio and television on European policy and development issues, and
is a strong advocate for gender balance in science and technology fields. On top of her CIES FP7
security research commitments, Sadhbh also works on the board of seven European projects, NGOs and
private companies.
See http://societalsecurity.net/partners/cies/sadhbh-mccarthy
See https://www.digitalrights.ie/speakers/sadhbh-mccarthy/
See http://www.idaireland.com/newsroom/irish-centre-takes-a-wide/
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